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Analyzing Business
Goals and Constraints

This chapter serves as an introduction to the rest of the book by describing top-down
network design. The first section explains how to use a systematic, top-down process
when designing computer networks for your customers, Depending on your job, your
customers might be other departments within your company, those to whom you are
trying to sell producrs, or clients of your consulting business.

After describing the methodology, this chapter focuses on the firse step in top-down
network design: analyzing your customer's business goals. Business goals include the
capability to run nerwork applications to meet corporate business objectives, and the
need to work within business constraints, such as budgers, limited networking per-
sonnel, and nght umeframes.

This chapter also covers what some people call the eighth layer of the Open Systems
Interconnection {O51) reference model: workplace politics. To ensure the success of
your network design project, you should gain an understanding of any corporate pol-
itics and policies at your customer’s site thar could affect your project.

The chaprer concludes with a checklist to help you determine if you have addressed
the business issues in a nerwork design project.
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USING A Tor-Down NETWORK DEsigN METHODOLOGY

According to Albery Einstein:

The world we've made as a result of the level of thinking we have done thu
far creates problems that we cannot solve at the same level ag which we cre
ated them.

To paraphrase Einstein, nerwork engineers and users have the ability 1o create pet
work design problems that cannot be salved ac the same level ar which they were cre.
ated. This predicament can cesult in networks thar are hard to understand and
troubleshoot. It can also resulr in networks that don't perform as well as expected,
don’t scale as the need for growth arises {as it almost always does), and don’t march
4 customer’s requirements. A solution ro this problem is to use a SYSLEMALIc, top-down
nerwork design methodology that focuses on a cusromer’s requirements, CoRnstraints,
and goals,

Many nerwork design tools and methodologies in use today resemble the “connect-
the-dots™ game that some of us played as children. These tools Jet you place internet-
working devices on a palerte and connect them with LAN or WAN media. The prob-
lem with this methodology is thar it skips the steps of analyzing a customer's
fequitements and selecting devices and media based on those requirements,

Good nerwork design must recognize that a customer’s requirements embody marny |
business and technical goals, including requirements for availabiliry, scalability, |
affordability, sECurity, and manageability. Many customers also want 1o specify a
required level of nerwork performance, often called a service level, Difficulr nerwark”

any physical devices or media are selected,

When a customer expeces a quick response 1o 2 nerwork design request, a bottom-up
{connect-the-dots) network design methodology can be used, if the customer's appli-
cations and goals are wel] known, However, network designers often think they
understand a customer's applications and requirements only to discover, after g net.
work is installed, thae they did not caprure the CUSEOMEr'S Most important peeds,
Unexpecred scalability and performance problems appear as the number of nerwork
users increases, These problems can be avoided if the nerwork designer uses top-down
methods that perform requirements analysis before technology selection,

Top-down netwark design is a methodology for designing nerworks that begins at the
upper layers of the OS] reference madel beh.:re_muvj ng to the lower layers, It focuses
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on applications, sessions, and data transport before the selection of routers, switches,
and media that operate at the lower layers.

The top-down network design process includes exploring divisional and group struc-
tures 1o find the people for whom the network will provide services and from whom
you should get valuable informartion to make the design succeed.

Top-down network design also is iterative. To avoid getting bogged down in details
too quickly, it is important to first get an overall view of a customer’s requirements.
Later, more detail can be gathered on protocol behavior, scalability requirements,
technology preferences, and so on. Top-down network design recognizes that che log-
wal model and the physical design may change as more information is gathered.

Because top-down methedology is iterative, some topics are covered more than once
in this book. For example;, this chapter discusses network applications. Nerwork
applications are discussed again in Chapter 4, “Characterizing Network Trafhc,”
which covers network traffic caused by application- and protocol-usage patterns. A
wp-down approach lets a nerwork designer ger “the big picture™ first and then spiral
downward into detailed rechnical requirements and specifications.

ANALYZING BUSINESS GOALS

Understanding your customer’s business goals and constraints is a critical aspect of
nerwork design, Armed with a thorough analysis of your customner’s business objec-
tives, you can propose a network design that will meet with your customer'’s
approval.

It is tempreing to overlook the step of analyzing business goals, because analyzing such
techical poals as capacity, performance, sécurnty, and so on 15 more interesting to
many nerwork engineers, Analyzing rechnical goals is covered im the next chapter. In
this chapter, you will learn the importance of analyzing business goals, and you will
pick up some techniques for marching a nerwork design proposal to a customer's

business objectives.

‘Working with Your Client

Blcfnn: meeting with your customer to discuss business goals for the network design
project, it is a good idea to research your client’s business. Find out whar industey the
client is in. Learn something about the client’s market, suppliers, products, services,
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and competitive advantages. With the knowledge of your customer’s business and its
external relations, you can position tech nologies and products to help strengthen the
customer's status in the customer’s own industry,

In your first meeting with your customers, ask them to explain the organizarional
structure of the company. Your final internerwork design will probably reflect the cog-
porate structure, so it is a good idea to gain an understanding of how the company is
structured in departments, lines of business, vendors, partners, and field or remote
offices, Understanding the corporate structure will help vou locare Major user oom-
munities and characterize traffic flow. Characterizing traffic flow is covered in Cha p-
ter 4, “Characterizing Network Traffic. ™

A&

Understanding the corporate structure will also help you recognize the manage-
ment hisrarchy. One of yaur primary goals in the early stages of a network design
Projact should be to determine who the decision-makers are. Who will have the author-
ity to accept or reject your network design proposal? So metimas, this can be a rathar
complicated issue, as discussed in the section, "Politics and Policies.” later in this
chapter.

Ask your customer to state an overall goal of the nerwork design project. Explain that
You want a short, business-oriented statement that highlights the business purpose of
the new network. Why is the customer embarking on this new network design
project? For what will the new nerwork be wsed? How will the new network help the
customer be more successful in the customer's business?

Afrer discussing the overall business goals of the nerwork design project, ask your cus-
tomer to help you understand the customer's criteria for success. Whar goals must be
met for the customer to be satisfied? Sometimes success is based on operational sav-
ings because the new network allows employees to be more productive. Sometimes _
success is based on the ability to increase revenue or build partnerships with other
companies. Make sure you know up front how “success” is defined by executives,
managers, end users, network engineers, and any other stakeholders, Also, determine

whether the customer’s definition of success will change as yearly fiscal goals change,




Chapter 1 + Analyzing Business Goals and Constraints

In addition to determining the criteria for success, you should ascertain the conse-
quences of failure:

o What will happen if the network design project fails or if the network, once
installed, does not perform to specification?

L]

How visible is the project o upp:niewr:l management?

Wil the success {or possible failure) of the project be visible 1o executives?

To what extent could unforeseen behavior of the mew network disrupt
business operations?

In general, gather enough information to feel comfortable that you understand the
extent and visibility of the network Jesign project.

You should try to get an overall view of whether the new nerwork is critical to the
business's mission. Investigate the camifications of the nerwork failing or experienc-
ing problems, Chapter 2, “ Analyzing Technical Goals and Constraints,” discusses the
details of performance and reliability analysis, but at this point in the design process,
you should start addressing these issues. (Remember that top-down nerwork design
is iterative. Many network design requirernents are addressed more than once.) |

Changes in Enterprise Networks

Enterprise networks ar many corporations have been undergoing major changes. The
value of making vast amounts of corporate data available to employees, CUSTOMELS,
and business partners has been recognized. Corporate employees, field employees,
and telecommuters need access to sales, markering, engineering, and financial data,
regardless of whether the data is stored on centralized or distributed servers or main-
frames. Supplicrs and customers need access Lo inventory and ordering information.

Network applications have become mission critical. Despite this trend, large budgets
for nerworking and telecommunications operations have been reduced at some com-
panies. Many companies have gone through difficult reengineenng projects to reduce
operational costs, and are still looking for ways to manage networks with fewer peo-
ple, reduce the recurring COSts of WAN circuits, and use technology 10 increase
worker productivity.
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Until recently, telecommunications and voice networks were separare, Telecommuni-
cations engineers knew little abour dara networks, and neeworking engineers did not
know the difference herween a Time Division Multiplexer (TDM) and 3 Tandem
Switchins System (T55). In today’s en vironment, voice, dara, and video networks are
MErging,

In traditional voice and data terminal/mainframe networks, dara flow and through-
put were predicrable, Closed COMMmMUNICAtons systems were the norm, and daes
sources were well known. In today's nerworks, Interner surfing is ubiguitous. It is
hiard to predict data flow and the timing of bursts of data when users are jumping
from one Web site 1o another, possibly downloading videos or animarion hles.

In addition to Web syrf; ng, increased outsourcing, allig nces, partnerships, and virtugal
corporations have an affect on network dara How. Many companies are moving ko a
slobal network-business model, where the network is wsed to reach parepers, venders,
rescllers, sales praspecrs, and CUsTOMmers.

Anather trend is Virtual Privare Networking (VPN where private networks make
use of public service nerworks ra et to remate locations or possibly ather Organiza.
fions. Customers getting involved in VPN projeces have concerns about reliable and
predictable performance, as well as data throughpur requirements, VPN j covered in
Chapter 5, “Designing a Network Topology,™

Customers wha still have a lor of old telecommunications and data-processing ser-
ViCEs dre embarking on large nerwork design projects. For example, geopraphically
dispersed enterprises with large TDM-based WAN networks are migraring to
Frame-Relay routed networks and ATM switched networks. Enterprises thar depend
on Systemns Network Archirecrure {SNA} or other transaction-oriented protocols are
migraring 1o Internet Proocal (P} metworks. These costomers have concerns abour
security, speed, delay, and delay variation,

and distance learning. Corporations are alsn updating computer-aided design (CAD)
and comparter-aided manufacturing {CAM) applicarions with the goal of impraving
productivity and shortening prod uct-development cvcles.

Many companics are en hancing their networks so they can offer berter customer sup-
port and new services, Some CoOMmpanics recognize the opportinity to resell WAN
bandwidth once a network has been optimized to reduce wasted bandwidth,
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Another typical business goal is to buy, or merge with, another company, or establish
partnerships with other companies. This goal is often linked to the goal of expanding
to new countries and continents. Scalability often is a concern for global businesses
trying to keep up with worldwide market expansion and the increasing need for part-
nerships with remote resellers and suppliers.

Typical Network Design Business Goals

If you keep in mind the changes in business strategics and enterprise networking dis-
cussed in the previous section, it becomes possible to list some typical network design
business goals:

Increase revenue and profit

Improve corporate communications

Shorten product-development cycles and increase employee productivity
Build parmerships with other companies

Expand into worldwide markers

Move to a global-network business model

Modernize out-dated technologies

Reduce telecommunicarions and nerwork costs, including overhead associ-
ated with separate networks for voice, data, and video

Expand the data readily available to all employees and field offices so they
make berrer business decisions

Improve security and reliability of mission-critical applications and dara

Offer better customer support

Offer new customer services
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In addition 1o using the OSI reference model, this book also uses the following terms
to define the scope of a network and the scope of a nerwork design project:

Segment. A single nerwork based on a particular Layer-2 protocol. May
include hubs, repeaters, and multistation-access units (MALUs).

LAN. A set of bridged or switched segments, usually based on a particular
Layer-2 protocol (although mixed LANs are possible). May have one or
more Layer-3 protocols associated with i

Building network. Multiple LANs within a building, vsually connected to a
building-backbone network,

Campus network. Multiple buildings within a local peographical area
(within a few miles), usually connected to a campus-backbone network.

Remote access. Dial-in or dial-our solurions, eicher analog or digital,

WAM. A geographically dispersed network including point-to-poing, Frame
Relay, ATM, and other long-distance connections,

Enterprise network. A large and diverse network, consisting of campuses,
remote access services, and one or more WANs. An enterprise network is also
called an internetiork.

Explain to your customer any concerns you have about the scope of the project,
including technical and business concerns. Subsequent sections in this chapter discuss
politics and scheduling, which are tightly linked to the scope of a network design
project. (Many network designers have learned the hard way what happens when you
don’t help your customers match the schedules of their projects ro the scope.)

Identifying a Customer’s Network Applications

At this point in the design process you have identified your customer's business goals
and the scope of the project. It is now time to focus on the real reason netwaorks exist:
applications. The identification of vour customer’s applications should include both
current applications and new applications. Ask your customer to help you fll our a
chart, such as the one in Table 1-1.



12

Top-Down Network Design

This chart identifies network applications. In Chapters 2 and 4, the Metwork Appli-

cations chart will be enhanced 1o include technical requirements and netwaork-traffic
charactaristics, At this POINt, your goal is simply to identify network applications,

Table 1-1  Network Applications

MNerme of Type of PMaw Criticality Comments
Applicatien Application Application?
i¥es or Na)

Fir “Mame of Application, ™ simply use a name thar ¥our cusromer gives you. Thic
could be an industry-standard name, such as Lats Note 5, 0r it conld he an applica-
tion name thar only means something to the customer, lespecially for a home-grawn
application), For new applications, the name might be a code name for 3 software.
development projece.

For “Type of Application,” you can use any appropriate text thar describes the type
of application, or You can classify the applicarion as one of the following standard
retwork applications:

* Elecrronic mail * File transfer

* File sharing/aecess * Database accessiupdare

* Groupware * Deskrop publishing

* Web browsing * Push-based informarion dissemination
* Network game * Electronic whirehoard

* Remote terminal * Terminal emulation
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Calendar

Medical imaging
Videoconferencing

Internet or intranet fax

Sales order entry

Management reporting

Sales tracking

Computer-aided design.
Inventory control and shipping

Telemetry

Online directory {phone book)
Distance learning

Internet or intranet voice

Point of sales [retail store)
Electronic comumerce

Financial modeling

Human resources management
Computer-aided manufacturing

Process control and factory floor

The preceding list includes user applications, The Network Applications chart should
also include system applications (or, if you prefer, you can do a separate chart fm_sys-
tem applications). System applications include the following types of network services:

User authentication and authorization

Host naming

Remote booting

Remote configuration download

Directory services
Nerwork backup
Network management

Sofrware distribution
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In the “Criticality™ column of the Nerwork Applicarions charr, ¥ou can give each
application a ranking from 1 to 3 with the following meanings:

I - extremely critical
2 - somewhat critical
3 - not eritical

Larer, you can gather more specific informarion on mission -criticality, including pre-
cisely how much downrtime is acceptable (if the customer can quantify availability
requirements),

In the “Comments” column, add any observations relevant to the nerwork design,
For exampie, include any information you have aboyr corporate directions, such as
plans to stop using an application in the future, or specific rollour schedules and
regional-use plans,

ANALYZING BUSINESS CONSTRAINTS

In addition to analyzing business goals and determining your customer’s need to stp-
port new applications, it is impartant to anal yze any business constraines thar will
affect your network design.

Politics and Policies

It has been said that there are two things not to talk abour with friends—politics and
religion. It would be nice if you could escape discussing office politics and technolog-
ical religion (rechnology preferences) with a nerwork design customer, but avoiding
these topics puts your project ar risk,

In the case of office politics, your best bet is 1o listen rather than talk. Your goal is to
learn about any hidden agendas, turf wa ts, biases, group relations, or history behind
the project that could cause it 1o fail. In Some cases, a similar project was already tried
and didn’t work. You should determine if thie has happened i your case and, if it has,
the reasons why the project failed or never had a chance to come to fraitian,

Pay attention to personnel issues that could affect the project. Which manager or
managers started the project and how much do they have at stake? Are there any
managers, network engineers, or users who want the project to fail for any reason?
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Find out who your advocates and opponents are. In some cases, no matter how tech-
nically sound your netwark design is, there will be people who have a neganive reac-
ton o it.

Be sure to find out if your project will cause any jobs to be eliminated. Some nerwork
design projects involve automarting tasks that were once done by highly paid workers.
These workers will obviously have reasons to want the project ro fail.

While working with a client, you will gain a feeling for the client’s business style. One
aspect of style that is important to understand is tolerance ro risk. Is nisk-taking
rewarded in the company, or are most people afraid of change? Knowing the employ-
ment history of the decision-makers will help you select appropriae technologies.
The employment history of the decision-makers affects their tolerance to risk and
their biases toward certain technologies. Understanding these issues will help you
determine if your nerwork design should be conservative or if it can include new,
state-of-the art technologies and processes.

It is important that you discuss with your customer any policies (religion} regarding
protocols, standards, and vendors, Find out if the company has standardized on any
transport, routing, desktop, or other protocols. Determine if there is any doctrine
regarding open versus proprietary solutions. Find out if there are any policies on
approved vendors or platforms. In many cases, a company has already chosen tech-
nologies and products for the new nerwork and your design must fit into the plans,

Finaliy, ask YOour customer if there are any p:}|i|;i|:-:. rega n:ling distributed anthoriry for
nebwork design and implementation. For example, are there departments that conrrol
their own internetworking purchases? Find out if departments and end users are
involved in choosing their own applications. Make sure you kmow who the decision-
makers are for your network design project.

In the rush to get to technical requirements, network designers sometimes ignore
non-technical issues, which is a mistake. Many brilliant network designs have been
rejected by a customer because the designer focused on the lower layers of the O8I
reference model, and forgot about company polities and technical religion.

Budgetary and Staffing Constraints

Your network design must fit the customer’s budget. The budget should include
allocations for equipment purchases, software licenses, maintenance and support
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Agreements, testing, training, and staffing. The budget might also include consulting
fees (including your fees) and DULSOUNCING expenses,

Throughout the project, work with your custorner ro identify requirements for new
personnel, such as addirional network managers. Point out the need for personnel
traiming, which will affect the budget for the project. e -
In general, it is a good idea 1o analyze the abilities of the nerworking staff, How much
in-house expertise is there? Should you recommend any eraining or outsourcing for
network operations and management? The technologics and protocols thar you rec-
ommend will depend on the abiliges of internal staff. It is not a good idea to recom-
mend a complex routing protocol, such as Open Shortest Parh First (OSPF), for
example, if the engineering staff is jus starting. o learn internetworking CONCEprs
{unless you also recommend a comprehensive training plan],

To ensure the success of your project, determine who controls the network budget—
the information systems (IS) department, nerwork managers, or users’ departments?
How much control do users and groups have over network expenditures? Are rthere
any deparrmental charge-back schemes?

Regardless of who controls the budget, one commaon network design goal is ro con-
1ain costs. Chapter 2, " Analyzing Technical Goals and Constraints,” discusses typical
tradeotfs that must be made o meet the goal of affordability while achieving good
performance and reliabiliey.

If possible, work with your customer to develop a return on investment {ROI} analy-
515 for the nevwork design. Make a business case o the customer thar explains how
quickly the new network will pay for itself, due to reduced operational cosrs,
improved employee productivity, or the enabling of higher revenue potential and mar-
ket expansion,

Scheduling

An additional business-oriented topic that you should review with your customer is
the timeframe for the network design project. When is the final due date and whar are
the major milestones? In MOSt Cases, management of the project schedule is the cus.
tamer’s obligation, not yours, but you should ask the CUStOMmer to give you a copy of
the schedule and 1o keep you informed about any slips in the schedule,
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Many tools exist far developing a schedule that includes milesrones, FESOUICT AS5igr-
mertts, critical-path analysis, and so on, Take a look ar these aspects of the schedule
and voice your view on wh ether the schedule is practical, considering what you have
learned abour the scope of the project. During the technical analysis stage and the
logical- and physical-design phases of the profect, be sure ro keep the schedule in
mind. As you iteratively develop a concrere understanding of the rechnical seope of
the nerwork design project, point out any concerns you have abour the schedule.

BUSINESS GoaLs CHECKLIST

You can use the following checklist o determine if you have addressed your client’s
business-oriented objectives and concerns:

O Thave rescarched the customer’s industry and competition,

O lunderstand the customer’s COTPOTate seructure.

8 I have compiled a list of the customer’s business goals, starting with one
overall business goal that explains the primary purpose of the nerwork
design projeet,

O The customer has identified any mission-critical operations,

O I understand the CUSTOmer’s criteria for success and rhe ramificarions of
failure,

O Tunderstand the scope of the network design project.

O Ihave identified the customer’s network applications fusing the Merwark Ap-
plhications charr),

O The customer has explained policies regarding approved vendors, protocols,
or placforms,

O The customer has explained any policies regarding open versus Proprictary
solutions,

O The customer has explained any policies regarding distribured authority for
network design and implementation.
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O I know the budger for this project.

0 I know the schedule for this project, including the final due date and major
milestones, and [ believe it is practical.

0 I have a good understanding of the technical expertise of my clients and any
relevant internal or external staff.

O | have discussed a staff-education plan with the customer,

O I am aware of any office politics thar mighr affece the network design.

SUMMARY

This chapter covered rypical network design business goals and constraints. Ir also
talked about the rop-down process for gathering informarion on goals, and the
importance of using systematic methods for network design, Using systematic meth-
ods will help you keep pace with changing technologies and customer requiremens,
The next chaprer covers analyzing technical goals and constraints,

This chapter also talked about the importance of analyzing your customer’s business
style, tolerance to risk, biases, and technical expertise. You should also work with
your customer to understand the budger and schedule for the nerwork design project
to make sure the deadlines and milestones are pracrical.

Finally, it is important to start gaining an understanding of your client’s corporate
structure. Understanding the corporate structure will help you analyze data flow and
develop a network topology, which usually parallels the corporare strucrure. It will
also help you identify the managers who will have the authority to accept or reject
vour network design, which will help you prepare and present your nerwork design
appropeiately.







